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The Zarafa Collaboration Platform (ZCP) combines the usability of Outlook with the stability and
flexibility of a Linux server. It features a rich web-interface, the Zarafa WebAccess, and provides
brilliant integration options with all sorts of clients including all most popular mobile platforms.

Most components of ZCP are open source, licensed under the AGPLV3', can therefore be
downloaded freely as ZCP's Community Edition®.

Several closed source components exist, most notably:
 the Zarafa Windows Client providing Outlook integration,

 the Zarafa BES Integration providing Blackberry Enterprise Server connectivity,
 the Zarafa ADS Plugin providing Active Directory integration, and
* the Zarafa Backup Tools.

These components, together with several advanced features for large setups and hosters, are only
available in combination with a support contract as part of ZCP's Commercial Editions®.

Alternatively there is a wide selection of hosted ZCP offerings available.

This document, the Administrator Manual, describes how to install, upgrade, configure and maintain
ZCP on your Linux server. In addition various advanced configurations and integration options are
discussed.
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Chapter 1.

Introduction

The Zarafa Collaboration Platform (ZCP) is an open source software suite capable of replacing
Microsoft Exchange. It's architecture is very modular, makes use of standards wherever possible, and
integrates with common open source components.

This document explains how to perform the most common administrative tasks with ZCP.

Important
Although we, Zarafa, try our best to keep the information in this manual as accurate

as possible, we withold the right to modify this information at any time, without prior
notice.

1.1. Intended Audience

This manual is intended for system administrators responsible for installing, maintaining, and
supporting the ZCP deployment.

Readers of this manual will benefit from prior experience with:
* Linux system administration

» Setting up MTA’s (we use Postfix in this manual)

» LDAP servers like OpenLDAP or Microsoft Active Directory

» Managing a MySQL installation

1.2. Architecture

In accord with the UNIX philosophy, ZCP consists of components that each take care of a well

defined task. See Figure 1.1, “Zarafa Collaboration Suite Architecture Diagram” which describes

the relationships between the components and the protocols used. This diagram describes a simple
setup as used by most of our customers. Only the most commonly used components are shown in the
diagram.

The top part of the diagram shows the clients: software appliances by which users access their data.
Some of these appliances are desktop applications, some are mobile applications.

In between “The Internet” and the “Zarafa Server”, the infrastructure components of Zarafa (blue) and
some common infrastructure components (grey) can be found. These components are needed to
facilitate communication between the Zarafa Server and various clients. Microsoft Outlook does not
need any special infrastructure, but communicates directly with the Zarafa Server using the Zarafa
Windows Client.

The Zarafa Server is basically serving MAPI calls, while storing data in a MySQL database. For user
authentication several methods are available (and discussed in this document), most common are
servers that implement LDAP (e.g.: OpenLDAP, or Microsoft Active Directory).

The next section briefly describes each of ZCP’s components.
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Components

1.3. Components

Installations of the Zarafa Collaboration Platform (ZCP) may consist of the following components:

» Zarafa Server (zarafa-server) — The server process accepts connections for all clients
through SOAP (HTTP), and stores the data in an SQL database.

» Zarafa License Manager (zarafa-licensed) — The licensed process checks which features
will be available dependent on the license chosen for the Community, Standard, Professional or
Enterprise edition.

» Zarafa Windows Client — The Zarafa client provides access to Outlook through an interface
known as MAPI. The connections with the server are handled by SOAP.

» Zarafa WebAccess (zarafa-webaccess) — A full featured web interface (with an Outlook look
and feel) that enables users to collaborate from any computer with an internet connection.

» Zarafa Delivery Agent and Zarafa Spooler (zarafa-dagent, zarafa-spooler) — The tools
which serve the email communication with the outside world. The dagent delivers mail from the Mail
Transport Agent (MTA) to a Zarafa user. The spooler sends mail waiting in the outgoing queue to the
specified MTA.

» Zarafa Admin (zarafa-admin) — The command line administration tool is used to manage
users, user information and groups.

» Zarafa Gateway (zarafa-gateway) — Optional service to provide POP3 and IMAP access to
Zarafa users.

» Zarafa Monitor (zarafa-monitor) — Service which monitors user stores for quota exceeds.

» Zarafa Caldav (zarafa-caldav) — Optional service that provides iCal and CalDAV support.
CalDAV is recommended due to speed and less data transfer.

» Zarafa Backup Tools (zarafa-backup, zarafa-restore) — A brick-level backup tools to
create simple backups of stores and to restore (part of) those backups on a later point in time. This
part is only available in Zarafa commercial editions.

» Zarafa Indexer — Optional service to provide full text indexing. This offers fast searching through
email and attachments.

» Apache — Serves web pages of the WebAccess to the users browser.
« PHP — The WebAccess is written in this programming language.

* PHP-MAPI extension — Module for PHP to enable use of the MAPI layer. Through this module,
MAPI functions are made accessible for PHP developers. This effectively means that MAPI web
clients can be written. The WebAccess is such a client.

For connectivity with mobile devices we recommend using Z-Push* (see Section 5.5, “Configure Z-
Push (Remote ActiveSync for Mobile Devices)”), an open-source implementation of the ActiveSync
protocol. For older mobile devices, and mobile devices that do not support the ActiveSync protocol
we ship the Zarafa WebAccess Mobile (zarafa-webaccess-mobile) which provides basic web

! http://z-push.sourceforge.net
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interface with limited functionality. Please note that this component is deprecated and will probably be
removed from future version of ZCP.

1.4. Protocols and Connections

All applications which directly connect to the Zarafa Server use MAPI in SOAP to do so (see the
Architecture Diagram). Even the WebAccess uses MAPI in SOAP (provided by the PHP-MAPI
extension) to connect to the Zarafa Server.

The Zarafa Windows Client is a standard Microsoft Windows compatible MAPI provider. It connects to
the server (MAPI in SOAP) over the HTTP(S) protocol.

1.4.1. SOAP

SOAP is an abbreviation of Simple Object Access Protocol. It is a protocol to exchange data and make
Remote Procedure Calls between applications over a network or Internet for that matter.

SOAP is based on XML and HTTP 1.1 (port 80, or port 443 in case of HTTPS). Because of these
standards it is possible to connect transparently through proxies, allowing connectivity over most
networks without modifications.

1.4.2. Secure HTTP (HTTPS)

The Zarafa Windows Client has the possibility to connect to the server over HTTP secured with SSL
(HTTPS). When a MAPI profile from Outlook is created, it is possible to set the connection to use
HTTPS. All connections over the network will then be encrypted, making eavesdropping virtually
impossible.

The Zarafa Server must be configured to also accept SSL connections. By default this is disabled,
because it requires the creation of SSL certificates. When the server certificate is created, SSL
connections can be directly accepted from a client. As an extra option other Zarafa components (like
the Zarafa Delivery Agent and the Zarafa Spooler) can also connect over HTTPS to the server and
authenticate using the Zarafa Server’s private key.

1.5. ZCP Editions and Licensing

1.5.1. The Trial License

When using a trial license, a period of time is available to test ZCP with full functionality. It is possible
to continue using the current database when a valid commercial license is installed.

A trial license can be requested on http.//www.zarafa.com/serial _request.

1.5.2. The ZCP Community Edition

The Zarafa Collaboration Platform community edition is licensed under the Affero GPLv3®. This edition
can be used with for up to three users with the proprietary Zarafa Windows Client (for connecting

with Microsoft Outlook). The WebAccess, IMAP gateway and mobile synchronisation can be used for
unlimited users.

2 http://lwww.zarafa.com/content/affero-gplv3
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Commercial Editions of ZCP

Note
To have Outlook support in the community edition the proprietary License Manager
component must be running. A license is not needed though.

1.5.3. Commercial Editions of ZCP

Standard, Professional and Enterprise editions require a commercial license. It will be mentioned in
this document whenever a feature or component only available is with a commercial edition.

1.5.4. Active and non-active users

ZCP licenses are on a per-named-user basis. A base license is a license for a fixed number of users,
which can be extended by adding extra Client Access Licenses; i.e. having a base license for 10 users
and a CAL for 10 users, is functionally equivalent to having a 20-user base license.

Licenses are based on named users; i.e. 10 named users can be added in a system with 10 licensed
users. However, there are also users which do not add to this user count, these are so-called ‘non-
active’ users: they cannot login. An example of a non-active user is an ‘info’ or ‘helpdesk’ user. This is
a user in the respect that it can receive email and has all the standard folders, but it is not allowed to
login. Other users will open the ‘info’ store as a delegate store and retrieve email from there.

Each license automatically allows an extra amount of non-active users. The amount of non-active
users is 50% of the ‘active’ user count allowed by license with a minimum of 20.

Examples:

* License: 10 users
 Active users: 10

* Non-Active users: 20
* License: 400 users

* Active users: 400

* Non-Active users: 200

If not all active user accounts are used, it's possible to use them as non-active accounts instead.

Note
Users are set ‘active’ or ‘non-active’ at the time of creation. It is only possible to

convert active users to non-active users or vice-versa in ZCP version 6.40 and later:
In earlier version the user must deleted and re-created as a different type.

In LDAP setups the non-active flag of users can be controlled through the
ldap_nonactive_attribute configuration directive. When using the DB back end, it's possible

to specify the non-active flag with the -n option when using zarafa-admin to create users. The
Unix user plugin uses the unix-shell of the user as specified in /etc/passwd to determine if the store
should be a non-active store.
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2.1. System Requirements

2.1.1. Hardware Recommendations

To give an estimate on the resource use of ZCP we have created the table below. These are merely
guidelines, giving a rough estimation on what hardware is required. In this table we assume the CPU
is under low load from other applications.

Size of all mailboxes Harddisk  Raid level
<5Gb Dual Core 1Gb SATA, SAS | RAID1
>5-<10Gb Dual Core 2Gb SAS RAID1
>10-<20Gb Dual Core - 2,5Ghz 2Gb SAS RAID1
>20-<50Gb Quad Xeon - 2,5Ghz 4 Gb SAS RAID1
>50 Gb - < 100Gb Quad Xeon - 3Ghz >4 Gb SAS RAID1

> 100Gb - < 250 Gb Quad Xeon - 3Ghz 8 Gb SAS RAID10

> 250 Gb 2 x Quad Xeon - 3Ghz 16 Gb SAS RAID10

Table 2.1. Hardware Recommendations

2.1.2. Supported Platforms

ZCP consists of a large variety of components: some back-end components that are run on Linux
platforms, and components that can be installed on the computers of end-users. In this section we list
the different platforms that we support.

At the start of each general release cycle (like 6.x.x or 7.x.x) we decide what plaforms we support.
Usually that means the current release of that platform and the most recent previous release. During
the major release cycle supported platforms can be added but not removed.

Please use the x86_64 or 64bit packages if 64bit hardware and OS are available. It is recommended
to run on 64bit whenever possible.

OS Release Supported CPU
Architectures

RHEL 4** i386, x86_64, iab4*
RHEL 5 i386, x86_64, iab4*
RHEL 6*** i686, x86_64

SLES 10 i586, x86_64, iab4*
SLES 11 i586, x86_64, ia64*
Debian 4.0 (Etch)** i386, x86_64, iab4*
Debian 5.0 (Lenny) i386, x86_64, iab4*
Debian 6.0 (Squeeze)* i386, x86_64
Ubuntu 6.06 LTS (Dapper)** i386, x86_64
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OS Release Supported CPU
Architectures

Ubuntu 8.04 LTS (Hardy) i386, x86_64

Ubuntu 10.04 LTS (Lucid) i386, x86_64

Table 2.2. Supported platforms for ZCP’s back-end components

*) deprecated, support for the ia64 architecture will be dropped in the ZCP-7.x.x cycle
**) deprecated, support for these distributions will be discontinued from ZCP-7.0.0 onward
*) beta, these distributions are in development and will be fully supported once released

We currently build packages for SUSE 9.1 (i568), 10.0 (i568) and 10.2 (i568 and x86_64), which we
do not officially support. These packages are deprecated, from ZCP-7.0.0 onward we will no longer
build for these version of SUSE, but only for SLES.

Besides these packages that are build and shipped by us, there are several platforms supported by
community build packages. For example Fedora®, Mandriva, Gentoo?, Arch Linux® and OpenBSD“.

We also have packages in the Canonical Partner Repository. Please have a look at our wiki page on
this topic5 for more information.

MS Windows Release Supported CPU
Architectures
Windows Server 2003 32bit, 64bit
Windows Server 2008 32bit, 64bit
Windows XP 32bit, 64bit
Windows Vista 32bit, 64bit
Windows 7 32bit, 64bit

Table 2.3. Supported platforms for ZCP’s Windows Client, Migration Tool and ADS Plugin

These are the supported Microsoft Windows platforms the components that require a Windows
platform, namely: the Windows Client, the Migration Tool and the ADS Plugin.

Note
The Migration Tool is currently not available for 64bit platforms.

Supported browsers by ZCP’s WebAccess

Officially we support Mozilla Firefox 3.0 up to the latest version, and Internet Explorer version 6* to 8.
We recommend Firefox as it is more secure and performs better.

! https://fedoraproject.org/wiki/Zarafa

2 http://en.gentoo-wiki.com/wiki/Zarafa

® http://aur.archlinux.org/packages.php?ID=31174

* http://openports.se/mailizarafa/zarafa

5 http://www.zarafa.com/wiki/index.php/Install_Zarafa_from_Ubuntu_Repository
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Dependencies

Although not officially supported most modern browsers are known to simply work with the Zarafa
WebAccess. Starting from ZCP-7.0 we plan to add Google Chrome and Apple Safari to the list of
officially supported browsers.

*) Our next generation WebAccess, of which a beta will be part of ZCP-7.0.0, will not support IE6.

Note
Two Firefox add-ons are available on the Firefox Add-ons website®. The first adds

drag-and-drop functionality and is developed by Zarafa itself. The second add-on
features a new mail indicator to Firefox.

Supported Microsoft Outlook versions

Our Zarafa Windows Client is officially compatible with Outlook 2000, 2002/XP, 2003 and 2007. We
recommend Outlook 2003 and 2007.

Note
Outlook 2010 (32bit) support beta is expected soon.

2.1.3. Dependencies

In order to build or install ZCP back-end components a bunch or requirements have to be met. These
are the main dependencies of ZCP:

» MySQL, without MySQL the Zarafa Server cannot run. No need to run on the same machine as
the Zarafa Server, therefor not a package dependency. MySQL version 4.0 or lower will not work
correctly. ZCP is tested with MySQL 4.1, 5.0 and 5.1.

» Apache or any other webserver that supports PHP. ZCP is tested with Apache 2.0 and 2.2.

» PHP, standalone as CGl or, preferably, as a webserver module. ZCP is tested with PHP 4.3.x and
the latest 5.x release.

» Catdoc and Poppler-utils, for indexing text documents and pdf’s files.
» SMTP server of choice. ZCP is tested with Postfix, Sendmail and Qmail.

» LDAP server of choice (optional for user management). ZCP is tested with OpenLDAP, eDirectory
and Microsoft Active Directory.

Most of these dependencies are resolved automatically by the package manager of the linux
distribution that ZCP is being installed on. This allows the 3" party components used by ZCP to

be installed and upgraded automatically through the package manager of the distribution. Some
dependencies in the table above are runtime dependencies, these have to be installed manually as
they do not necessarily have to run on the same machine.

The default method of deploying ZCP is installing the packages on one of the Linux distributions we
support, allowing the 3rd party components used by ZCP to be installed automatically through the
package manager of the distribution. In this case the 3" party components are upgraded in a standard
way according to that distribution.
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2.2. Installation

There are roughly 4 ways to install ZCP: (1) through a distribution’s package manager, (2) using
our install script, (3) manually installing packages, and (4) from source. In this section each of these
methods is explained along with its pros and cons.

Note

In the community edition the package zarafa-1licensed is not needed, though
in order to have Outlook support in the community edition, it is necessary to run the
zarafa-licensed daemon.

Note
The Multi User Calendar inside the package zarafa-webaccess-muc is a feature

not available in the community edition. A valid subscription is needed.

(\\[o] (=]

The shared libraries which provide the user plugin are installed in /usr/1ib64/
zarafa, instead of the /usr/1ib/zarafa location. This path has to be adjusted in
the server . cfg configuration file. Set the plugin_path to /usr/1ib64/zarafa,
so the server can find the user plugin files.

2.2.1. Installing ZCP with a Package Manager

ZCP is found in the Canonical Partner Repository for the Ubuntu distribution. This means ZCP can be
installed and updated on Ubuntu (currently only the 8.04 LTS release) with the distribution’s package
manager. On Ubuntu 8.04 LTS the Canonical Partner Repository has to be uncommented in /etc/
apt/sources.list.

2.2.2. Installing with the Install Script

When downloading ZCP from the http://www.zarafa.com/ website (either the community edition or a
commercial edition) a tarball is presented containing the following:

* the packages (RPMs or DEBs depending on the distribution)
» the install.sh and uninstall. sh scripts (and an additional helpers.inc file)
« a folder named win32/ containing Windows specific binaries

The install. sh script will automatically execute the actions described under Manual Installation
below. Thus, it will:

» check package dependencies
« install packages

» check MySQL database access

10
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« ask for configuration options

The installation script is invoked with:
sh ./install.sh

After running install. sh, the server should be ready to start. Proceed with creating stores as
explained by the script.

In case the install. sh script is invoked with the -config parameter, it will not install any software
but ask the configuration options only.

sh ./install.sh -config

The install. sh script always configures the server to use the DB user plugin. If another user base
is neccesary, please read Chapter 4, Configure ZCP Components for information on how to configure
the server.

Note
If an older version of ZCP is installed, please read Chapter 3, Upgrading. The
install. sh script is hot usable in this case.

2.2.3. Manually Installing Packages

Please use the packages for the distribution used. See the distribution list in Section 2.1.2, “Supported
Platforms”. For other distributions it is possible to use the packages for a distribution that is the most
similar, but keep in mind Zarafa cannot support those installations.

Note
Do not mix packages of different distributions! Choose one distribution, and use only
those packages. If this rule is not honored, errors will occur!

2.2.3.1. RPM based distributions
Use the following command to install the ZCP packages on RPM based distributions:

rpm -Uvh <package file>
Replace <package file> with the packages found in the tarball. Start with 1ibvmime, 1ibical
and zarafa (in this order) then install the other packages. The package manager might find

unresolved dependencies, try to install packages for these dependencies as normal would be done for
that distribution (yum -1i on Red Hat, yast -i on OpenSUSE/SLES).

2.2.3.2. DEB based distributions

On DEB based distributions (most commonly Debian and Ubuntu) use:

dpkg -i <package file>

11
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To install the correct dependencies for ZCP apt-get or an equivalent tool can be used.

For MySQL, use:

apt-get install mysqgl-server-5.0 libmysqlclienti5off
For Apache with the needed PHP support, use:

apt-get install apache2-mpm-prefork libapache2-mod-php5

If the Zarafa packages fail to install because of dependencies, please use the following command to
install these dependencies:

apt-get -f install

If Apache with PHP support is installed after the Zarafa packages have been install, please use the
following command to automatically update PHP configuration:

dpkg-reconfigure zarafa

2.2.3.3. Installing from Source

ZCP is not officially supported by Zarafa when build from source, yet in some situations —i.e. using
ZCP on unsupported environments, or when preparing patches for ZCP — it is very useful to install
from source. Since most of ZCP is distributed under an open source license (AGPLv3), itis in one’s
right to build ZCP from source.

How to exactly install ZCP from source is beyond the scope of this document. The procedure is also
slightly different for each distribution and subject to change. Please have a look at our wiki" (search for
‘from source’) for the latest information regarding installation from source.

2.3. Troubleshooting Installation Issues

2.3.1. Server processes

Make sure at least MySQL 4.1 is installed. The server will only run with this version of the database
server or a more recent version.

If errors when loading libraries occur or connecting to MySQL fails, the errors are printed in the log.
Always check if the service was started correctly.

When an invalid configuration option is present in a configuration file, the service will not start. The
wrong options will be printed on the console.

2.3.2. WebAccess

To correctly see the WebAccess, the following PHP-extensions are needed:

* gettext

7 http://wiki.zarafa.com/
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* session
e iconv
e xml

Some distributions deliver support for these extension by default through the PHP package. For SUSE
distributions, these modules are provided by separate RPMs, eg:

php5-gettext-5.2.8-37.4.x86_64.rpm
php5-iconv-5.2.8-37.4.x86_64.rpm

Versions may differ for newer versions of SUSE.

For Red Hat Enterprise Linux and Debian distributions, these modules are provided by the normal php
package which was already installed because of dependencies.

If experiencing problems with sending attachments, make sure the webserver is able to create files
under the WebAccess/tmp directory. If a user is directly logged off when he tries to login to the
WebAccess, make sure PHP is configured with:

register_globals = off

If a distribution in combination with SELinux is used, an error message while logging in may appear
when using the WebAccess. The default message suggests that the entered password is wrong or
the Zarafa server is not running. When SELinux is enabled, it is blocking the connection from the
webserver to the Zarafa server. This can be solved by allowing Apache to make network connections:
setsebool httpd_can_network_connect=1

or by disabling SELinux altogether:

setenforce permissive

When it is chosen to disable SELinux, /etc/sysconfig/selinux also has to be edited, to disable it
for after reboots too.

SELinux information can be found here: http.//fedora.redhat.com/docs/selinux-faq

13
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3.1. Preparing

Before upgrading to a new version of ZCP, it is recommended to make a backup of the database and
the configuration files.

First stop the running services, so database is not in use anymore:

/etc/init.d/zarafa-spooler stop
/etc/init.d/zarafa-server stop
/etc/init.d/zarafa-licensed stop

And the optional services too, if they were started:

/etc/init.d/zarafa-dagent stop
/etc/init.d/zarafa-gateway stop
/etc/init.d/zarafa-ical stop

/etc/init.d/zarafa-indexer stop
/etc/init.d/zarafa-monitor stop

Important

When the attachments are kept in the database, an upgrade to 6.30.x or later will
grow database storage file by the combined size of all attachments (as stored in the
“lob table™). During the upgrade a temporary table to store all attachments is created
and removed, since it is not possible to shrink the database storage file it will grow by
the combined size of the attachments stored in it.

Information on migrating the attachments from the database to the file system can be

found on our wiki'.

Note

When upgrading a licensed version of ZCP to a new major release, like from 6.30.x to
6.40.x, the license key has to be converted. Converting license keys is performed on
our portalz.

3.2. Creating backups

Now create backups of the database and configuration files. Make a copy of the /etc/zarafa, which
contain the configuration files.

cp -r /etc/zarafa /etc/zarafa.bck
To backup the MySQL database an mysqldump can be executed:

mysqgldump --single-transaction -p zarafa > zarafa.sql

15
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or the complete mysql data directory can be copied:

/etc/init.d/mysqgld stop
cp -r /var/lib/mysql /var/lib/mysql.bck

3.3. Performing the Upgrade

After the backups have been created the upgrade can be performed similarly to how a package would
be installed manually. For RPM based installation that is:

rpm -Uvh <package name>
or for Debian based installations:
dpkg -i <package name>

Start with 1ibvmime, 1ibical and zarafa (in this order) then install other Zarafa packages as seen
fit.

Note
In the community edition the package zarafa-licensed is not needed. Only when
Outlook integration is used the zarafa-licensed daemon is required.

After the new packages are installed, the example configuration files found in the /usr/share/
doc/zarafa/example-config directory can be checked for new configureation options. The new
features are discussed in Section 12.3, “Important changes since 4.x and 5.x”. There are also Perl and
sql scripts which upgrade the database format for the new version. Some scripts have to be run for the
new version of ZCP to start, while other scripts are recommended for speed increases.

3.3.1. From 6.30 to 6.40

There are some configuration changes in version 6.40 to support new features in the Global Address
Book, like contacts, dynamic groups and security groups. Especially when using the LDAP user plugin,
the server will not start correctly without any changes to the LDAP configuration file being made. If

the DB or Unix plugin is in use, no changes are required to the configuration files. However, it may be
helpful to view them to configure new options.

Please check the upgrade page on http://wiki.zarafa.com/ for up-to-date upgrade details.

To correctly support contacts from Microsoft Active Directory, the 1dap_user_unique_attribute
config field must be changed from objectSid to object6uid. Since this is the unique identifier

for users, changing this without updating the database will make the Zarafa server delete all users,
and recreate the new detected users. This is not wanted, so it's required to use the db-upgrade-
objectsid-to-objectguid.pl script found in /usr/share/zarafa/doc/ directory. This script
will detect the LDAP settings from the existing /etc/zarafa/server.cfg file and change the
database to the new unique id. After the script, it's required to update the LDAP configuration file to
use the new unique attribute. Make sure the Zarafa server process is not running when using this
script.

The send-as options in LDAP are the opposite from 6.30 as of 6.40. This change is done to su